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Issue:   June 2016 NTP Security Vulnerability Announcement at ntp.org 
 

The NTP Project released a new version of ntpd (4.2.8p8) on June 2, 2016.  This release fixed the following 
vulnerabilities: 
 
CVE-2016-4953: Bad authentication demobilizes ephemeral associations 

CVE-2016-4954: Processing spoofed server packets 

CVE-2016-4955: Autokey association reset 

CVE-2016-4956: Broadcast interleave 

CVE-2016-4957: Crypto-NAK crash 

 

Details can be found here: 
 NTP.org – Network Time Protocol project June 2016 Security Vulnerability Announcement 
 

Summary:  These vulnerabilities are more of a concern for your NTP clients.  All clients should be updated to 
the latest 4.2.8p4 software.  Following is the vulnerability impact to EndRun’s NTP server products and 
mitigation steps.   
 
 

EndRun Technologies Product Impact Statement: 
 
CVE-2016-4953 thru CVE-2016-4956 
EndRun’s current and legacy NTP server products with the latest firmware and factory-default configuration 
settings in the ntp.conf file are not susceptible.  Exceptions are if you have changed the configuration to permit 
remote control (don't do that), peering, or Stratum 2 operation.  E

http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://support.ntp.org/bin/view/Main/SecurityNotice#Recent_Vulnerabilities
http://www.endruntechnologies.com/pdf/PeeringAppNote.pdf


http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
mailto:support@endruntechnologies.com

